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Rocky
Linux 9

5.14.0 stairwell-2.4.5�1.el9.amd64.rpm
c13ab30103e83c1e1cc09a71a065e7c133b9f29df545a6498af0f71206df2b18

RHEL9 5.14.0 stairwell-2.4.5�1.el9.amd64.rpm
c13ab30103e83c1e1cc09a71a065e7c133b9f29df545a6498af0f71206df2b18

RHEL8 4.18.0�80 stairwell-2.4.5�1.el8.amd64.rpm
9d471bea5d3b9a5250c646cb05f3d1871127dbbadd36b3ab31e5cec8badb695b

RHEL7 3.10.0�1160 stairwell-2.4.5�1.el7.amd64.rpm
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RHEL6 2.6.32 stairwell-2.4.5�1.el6.amd64.rpm
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Ubuntu
20.04

5.15 stairwell-2.4.5�1.amd64.deb
1fb1154f4b4296bdde553c803bdaa72d3d779bbb90a9a07574b34f016a860893

Ubuntu
22.04

6.5 stairwell-2.4.5�1.amd64.deb
1fb1154f4b4296bdde553c803bdaa72d3d779bbb90a9a07574b34f016a860893

Ubuntu
24.04

6.8 stairwell-2.4.5�1.amd64.deb
1fb1154f4b4296bdde553c803bdaa72d3d779bbb90a9a07574b34f016a860893

Debian stairwell-2.4.5�1.amd64.deb
1fb1154f4b4296bdde553c803bdaa72d3d779bbb90a9a07574b34f016a860893

Checksums checksums.txt

Changes

NEW Allow A CPULIMIT Value To Be Specified At Install Time.

The Forwarder install package now accepts an (optional) CPULIMIT environment variable to be specified at
install time. The specified value indicates the maximum amount of total CPU resources that the Forwarder will
use at any given time. Allowed values are 1�100. Please refer to the Linux Forwarder installation instructions on
how to specify this value.

NEW Notify Stairwell Backend When Forwarder Is Uninstalled.

The Forwarder will now attempt to notify the backend if it is un-installed. On the backend the Forwarder asset
will hereafter be shown as uninstalled. If the Forwarder is later re-installed it will revert back to showing as
normal.
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IMPROVED On Debian/Ubuntu, Configure The Forwarder Stairwell Daemon With A nice  Value Of 5.

On Debian/Ubuntu, configure the Forwarder stairwell daemon with a nice  value of 5 similar to what is
configured on RHEL/CentOS. This ensures the Linux Forwarder will use less CPU when there is high CPU
contention.

IMPROVED On Debian/Ubuntu Perform Proper Cleanup Upon Uninstallation.

Forwarder now honors the remove/purge semantics during uninstallation on Debian/Ubuntu and removes all
relevant files. This also eliminates a few warnings that could be shown if the Forwarder was 'purged' via dpkg.

FIX Improve Backscan Reliability

Backscan has improved retry logic to keep it from wasting time trying to retry items that have either already
been uploaded or have been invalidated

since their initial sighting.

Package Installation

To install or upgrade the stairwell forwarder service, you will need to download the appropriate package and
install it with your distribution's package management software.

Note: the audit service will need to be enabled for realtime events. See the section on enabling audit below.
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curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.el9.amd64.rpm 
sudo rpm -i stairwell-2.4.5-1.el9.amd64.rpm 

$�

curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.el9.amd64.rpm 
sudo rpm -U stairwell-2.4.5-1.el9.amd64.rpm 

$�

curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.el9.amd64.rpm 
sudo rpm -i stairwell-2.4.5-1.el9.amd64.rpm 

$�

curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.el9.amd64.rpm 
sudo rpm -U stairwell-2.4.5-1.el9.amd64.rpm 

$�
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curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.el8.amd64.rpm 
sudo rpm -i stairwell-2.4.5-1.el8.amd64.rpm 

$�

curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.el8.amd64.rpm 
sudo rpm -U stairwell-2.4.5-1.el8.amd64.rpm 

$�

curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.el7.amd64.rpm 
sudo rpm -i stairwell-2.4.5-1.el7.amd64.rpm 

$�

curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.el7.amd64.rpm 
sudo rpm -U stairwell-2.4.5-1.el7.amd64.rpm 

$�

curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.el6.amd64.rpm 
sudo rpm -i stairwell-2.4.5-1.el6.amd64.rpm 

$�

curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.el6.amd64.rpm 
sudo rpm -U stairwell-2.4.5-1.el6.amd64.rpm 

$�

curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.amd64.deb 
sudo apt-get install ./stairwell-2.4.5-1.amd64.deb 

$�

curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.amd64.deb 
sudo apt-get install ./stairwell-2.4.5-1.amd64.deb 

$�
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Forwarder Configuration

If this is the first time installing the forwarder on this machine, the service will need to be configured before it will
activate. To configure the service, edit the configuration file in /etc/stairwell/config.json  with vim or
another editor of your choice, such as nano.

You will need your Environment ID along with your Deployment Token, which should be placed in the EnvId  and
Token fields, respectively

Using a Proxy

If your environment requires a proxy, you may also set the proxyURL  value to the appropriate URL�

curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.amd64.deb 
sudo apt-get install ./stairwell-2.4.5-1.amd64.deb 

$�

curl -LO https://downloads.stairwell.com/linux/2.4.5/stairwell-2.4.5-1.amd64.deb 
sudo apt-get install ./stairwell-2.4.5-1.amd64.deb 

$�

sudo vim /etc/stairwell/config.json
$�

{ 
    "logger": { 
        "loglevel": "error" 
    }, 
    "asset": { 
        "idempotencyKey": "", 
        "EnvId": "ABCDEF-ABCDEF-123ABC-ABCD1234", 
        "Token": "ABCDEFG1234567HIJKLMNOP789012QRSTUVW345678XYZABCD901" 
    }, 
    "interpreters": [ 
        "sh", 
        "bash", 
        "python", 
        "python3", 
        "go", 
        "ruby", 
        "perl", 
        "lua", 
        "Rscript" 
    ], 
    "ostype": "server", 
    "proxyURL": "http://your.proxy.host", 
    "enableEvents": true 
}

/etc/stairwell/config.json



Enabling Audit

For realtime event support, the auditd service needs be enabled so that the stairwell forwarder can set rules and
read events via domain socket or kernel multicast. Most distributions will have this enabled by default and will
require no other special configuration, but if it is disabled on your system for some reason, you will need to
enable it.

The commands to do this will differ depending on your distribution, so follow the instructions listed in the correct
section below to check if auditd is enabled, and re-enable if necessary.

Enabling Audit on systemd-managed distributions

More recent distributions, such as RHEL7 and above, use Systemd, which manages services using the 
systemctl command.

To check if auditd is enabled, you can run the following command

If the service is running, you will see a status message containing Active: active .

If you see this, you should be good to go.

If the service is not running, it will say something like Active: inactive  instead:

If the service is inactive, you can enable the service and start it immediately with:

Enabling audit on sysvinit-managed distributions

Older systems may require the service and chkconfig commands to start and enable the service,
respectively.

To see if auditd is running, run the following command:

If the service is running, you will see somthing like the following:

Otherwise you will see:

    "ostype": "server", 
    "proxyURL": "http://your.proxy.host", 
    "enableEvents": true 
}

/etc/stairwell/config.json

sudo systemctl status auditd
$�

● auditd.service - Security Auditing Service 
   ... 
   Active: active (running) since ...

● auditd.service - Security Auditing Service 
    ... 
    Active: inactive (dead) since ...

sudo systemctl enable --now
$�

sudo service auditd status
$�

auditd (pid  1009) is running...



If the service is stopped, you can start it and enable it on reboot with the following two commands:

auditd is stopped

sudo service auditd start # start the auditd service 
sudo chkconfig auditd on  # enable auditd on reboot

$�


